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1. Abstract

Recently introduced privacy labels have raised concerns about
their reliability and completeness compared to privacy policies.

This work aims to unveil potential discrepancies between
privacy labels and policies with ATLAS framework (Automated
Privacy Label Analysis System).

We found misalighments Label-to-label, label-to-policy and
label-to-behavior between matching apps of Apple and Google
Play stores.

2. Data collection

» App information collected from 918,293 iOS applications.

» 183,135 matching Apple & Google Play apps found.

e 32,127 of them had both privacy labels, policies and were
updated within less than two weeks in both stores.

e 5,697 had identical privacy policies.
e 3,622 could be downloaded.

» 105,131 i0S apps’ privacy policies and labels
discrepancies analyzed using ATLAS framework.

3. Training classifiers to generate privacy labels from
privacy policies

We reduced the noise in the dataset through importance
sampling. The following figure shows the sampling procedure
for privacy policies regarding the collection of user’s name.
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4. Performance of ATLAS’ ensemble-based classifier

Ensemble Val Macro F1 per Data Type Ensemble Val Improvement over Baseline
Name 0.987 Name [0.68%
Email Address 0.960 @ | R Email Address 0.00%

Phone Number 0.967 MLP Phone Number 10.70%

Physical Address 0.993 @ ReglLSTM Physical Address 0.00%
Other User Contact Info 0.953 w BERT Other User Contact Info Il 1.43%
Health 0.967 S HoEERT Health 1l 2.86%
Fitness | 10.947 gued Fitness [N 6.94%
Payment Info © 10.987 @ Longformer Payment Info MM2.07%

Credit Info M1.35%
Other Financial Info N 10.49%
Precise Location 0.00%
Coarse Location [l 3.93%
Sensitive Info 0.00%
Contacts NG 16.25%

Credit Info

Other Financial Info
Precise Location
Coarse Location
Sensitive Info
Contacts

8 Emails or Text Messages 8 Emails or Text Messages 0.00%

o Photos or Videos 2 Photos or Videos M1.44%

o Audio Data S Audio Data 0.00%

S Gameplay Content S Gameplay Content [N 5.84%
Customer Support 0.953 Customer Support 10.72%

Other User Content 10.69%
Browsing History 0.00%

Search History W1.44%
User Id 0.00%

Other User Content
Browsing History
Search History
User Id
Device Id 0.00%
Purchase History 0.00%
Product Interaction 0.00%
Advertising Data l1.48%
Other Usage Data [N 8.19%
Crash Data Hl2.76%

Device Id
Purchase History
Product Interaction
Advertising Data
Other Usage Data
Crash Data

Performance Data M 1.54%
Other Diagnostic Data Other Diagnostic Data 0.00%

Other Data Types I O /68 Other Data Types [l 2.90%

0.0 0.2 0.4 0.6 0.8 1.0 0 5 10 15 20 25
Macro F1 Percent Improvement

Performance Data

The classifier is able to predict privacy labels from policies for
each specific type of data. It was created using several language
models as BERT or RegLSTM, achieving an average F1-score of
91.3%.
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5. Potential compliance issues comparing labels and
policies

We used the trained classifier to perform a discrepancy analysis on
61,596 i0S apps. Discrepancies per each type of data are classified in
highly (dark blue) and lowly probable (light blue). Results show that
88% of apps had at least one discrepancy between policy and labels.

Percent of Apps with Incomplete Policies by Data Type Percent of Apps with Incomplete Labels by Data Type

.————— Name I 42.9% 5 *>
Email Address N 24:6% 1 43.0% ™= Incomplete Policies Email Address N 37:9% ™=, ncomplete Labels
Phone Number NN 21.8% @ 36.7% Inconclusive Phone Number NN 36.3% Inconclusive
Physical Address Il 8.2% 94.9% Physical Address 10.6% 84.8%
Other User Contact Info NN 22.6% 47.5% Other User Contact Info N 24.6% 64.3%
Health I 13.4% 36.9% Health N 26.0% 64.9%

Fitness I 13.1% 25.1%
Payment Info [N 27 .9%36.7 %

Fitness N 15.9% 26.0%
Payment Info NN 19.2% 30.0%

Credit Info NG 62.4% 95.3% Credit Info WM3.0% 34.5%
Other Financial Info NG 63.9% 93.1% Other Financial Info Il3.9% 30.2%
Precise Location [N 11.5% 72.9% Precise Location [N 11.2% 80.2%
Coarse Location NEG_—_ 19.7% 95.6% Coarse Location Wl4.8% 81.3%
Sensitive Info M 9.9% 70.0% Sensitive Info Il4.9% 81.2%
a Contacts NN 66.1% 98.3% " Contacts N11.5% 33.0%
2 Emails or Text Messages Wl4.7% 92.4% 2 Emails or Text Messages [0.7% 93.3%
= Photos or Videos N 33.3% 64.2% = Photos or Videos I 37.9% 66.5%
S Audio Data NN 14.3% 72.8% < Audio Data IEN9.1% 79.2%
A Gameplay Content I 59.8% 86.0% A Gameplay Content [N 12.9% 40.0%
Customer Support IEEN11.8% 42.0% Customer Support N 26.0% 71.0%
Other User Content NN 30.5%  44.6% Other User Content NN 42.3%  57.2%
Browsing History 0.0% 88.5% Browsing History M3.3% 98.2%
Search History NG 37.5% 74.0% Search History NG 28.5% 67.1%
User Id NN 14.6% 73.3% User |d I 14.2% 78.2%
Device |d NG 15.8% 83.7% Device |d N 38.8% 83.9%
Purchase History Il 10.9% 86.8% Purchase History HM5.0% 82.1%
Product Interaction [N 13.7% 84.0% Product Interaction [N 11.5% 80.1%
Advertising Data [N 19.5% 37.4% Advertising Data NN 24.3% 46.3%
Other Usage Data NN 19.8% 96.7% Other Usage Data M 7.5% 80.3%
Crash Data NN 21.6% 58.0% Crash Data NN 30.1% 69.8%
Performance Data NN 20.2% 75.8% Performance Data NG 24.9% 82.3%
Other Diagnostic Data [N 14.2% 83.0% Other Diagnostic Data [N 11.0% 77.5%
Other Data Types M3.3% 98.1% Other Data Types [0:5% 94.8%
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6. Comparing privacy labels for identical Android and
10S apps

[l Both disclose collection ||l Only iOS app discloses collection [} Only Android app discloses collection
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Comparing data claimed to be collected in the privacy labels by the

same apps: The blue and green bars show the discrepancies between
the Apple and Google Play markets.

Number and percentage of apps accessing

7. static Analysis each data type but not disclosing collection.

Data type No. of apps accessing data No. (%) of apps not disclosing
Name 56 14 (25.00%)
Email address 44 16 (36.36%)
Health or Fitness info 2743 2743 (100.00%)
Contacts 2480 2389 (96.33%)
Other audio files 1759 935 (53.15%)
Photos 3324 1827 (54.96%)
Videos 2651 1666 (62.84%)
SMS or MMS 248 235 (94.75%)
Voice or sound recordings 0 0 (0.00%)
Calendar events 1969 1936 (98.32%)
Files and docs 3480 2465 (70.83%)
Approximate location 987 742 (75.17%)
Precise location 7 7 (100.00%)
User payment info 950 902 (94.94%)
Device or other IDs 3241 1104 (34.06%)
User IDs 1557 955 (61.33%)
Web browsing history 0 0 (0.00%)

Number and percentage of apps
sending each data off-device type but
not disclosing collection.

8. Dynamic Analysis

Data type No. of apps accessing data No. (%) of apps not disclosing
Approximate location 0 0 (0.00%)
Precise location 9 8 (88.89%)
Device or other IDs 531 247 (46.52%)
User IDs 269 179 (66.54%)
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