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1. Abstract

Recently introduced privacy labels have raised concerns about 
their reliability and completeness compared to privacy policies. 

This work aims to unveil potential discrepancies between 
privacy labels and policies with ATLAS framework (Automated 
Privacy Label Analysis System).

We found misalignments  Label-to-label, label-to-policy and 
label-to-behavior between matching apps of Apple and Google 
Play stores.

2. Data collection

➢ App information collected from 918,293 iOS applications.
➢ 183,135 matching Apple & Google Play apps found.
• 32,127 of them had both privacy labels, policies and were

updated within less than two weeks in both stores.
• 5,697 had identical privacy policies.
• 3,622 could be downloaded.

➢ 105,131 iOS apps’ privacy policies and labels 
discrepancies analyzed using ATLAS framework.

3. Training classifiers to generate privacy labels from 
privacy policies

We reduced the noise in the dataset through importance 
sampling. The following figure shows the sampling procedure 
for privacy policies regarding the collection of user’s name.

4. Performance of ATLAS’ ensemble-based classifier

The classifier is able to predict privacy labels from policies for 
each specific type of data. It was created using several language 
models as BERT or RegLSTM, achieving an average F1-score of 
91.3%.

5. Potential compliance issues comparing labels and 
policies

We used the trained classifier to perform a discrepancy analysis on 
61,596 iOS apps. Discrepancies per each type of data are classified in 
highly (dark blue) and lowly probable (light blue). Results show that 
88% of apps had at least one discrepancy between policy and labels.

6. Comparing privacy labels for identical Android and 
iOS apps

Comparing data claimed to be collected in the privacy labels by the 
same apps: The blue and green bars show the discrepancies between 
the Apple and Google Play markets.

7. Static Analysis

8. Dynamic Analysis
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Number and percentage of apps accessing 
each data type but not disclosing collection.

Number and percentage of apps 
sending each data off-device type but 

not disclosing collection.
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